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INTRODUCTION

● Cy r s urity usin ss, strong o us within “p ym nts”
● Sp i list, glo l usin ss / ~95 Glo l Employ s
● Qu n’s Aw r  or Ent rpris  2019
● Priv t ly h l , profit l  & s l - un
● Foun  in 2009
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For g nix Comm r  Thr ts p

EXECUTIVE SUMMARY



Port olio: 12.4m+ w sit s

PORTFOLIO OVERVIEW

Our port olio h s uilt up ov r n rly  
 o  provi ing r  w sit  s urity 

ss ssm nts n  onsists o  
pr omin ntly Comm r  w sit s.
Th  port olio is ss ss  v ry ortnight 
using th  l t st thr t int l, om in  
with  thr t t s  rom n rly 14 
y rs o  Comm r  or nsi  
inv stig tions.



H k  Sit s: 8,587

HACKED ONLINE BUSINESSES

10% in r s  on l st month. Th s  r  
w sit s with:
● C r  skimm rs st ling p ym nt t
● “Lo rs” th t lo  m lw r  rom 

m li ious om ins to skim/st l 
p ym nt t

● H vily o us t  fil s th t trigg r 
h uristi  t tion rul s or r  
h rv sting m lw r .



In r s  in M lw r  t t : 126% sin  J n 2023

ALERT: MALWARE DETECTIONS GROWTH

Signifi nt in r s  in M lw r  sin  J n 
2023:
● 8,587 sit s ompromis  (up rom 

7,805 l st month)
● Ov r 11,000 inst n s o  “Lo r” n  

“Skimm r” m lw r  o  t t  
worl wi .

NB: M ny sit s h v  in tions with multipl  typ s o  m lw r .  “Ri l ” with m lw r .



T rg t  Pl t orms

TARGETED PLATFORMS

Top 6 Compromis  Pl t orms:
1. M g nto 2 (3.74%)
2. M g nto 1 (3.32%)
3. Wor pr ss (0.18%)
4. TYPO3 (0.31%)
5. Op nC rt (0.35%)
6. Shopi y (0.17%)

Th  figur  in r k ts is th  p r nt g  o  th  m r h nts using th t pl t orm th t r  
ompromis .  This s urth r ont xt to th  risk  sso i t  with h pl t orm.



Signifi nt In r s s month ov r month:

TARGETED PLATFORMS

Pl t orms with signifi nt in r s  in h k  sit s month ov r month:
1. M g nto 2 (+404)
2. Wor pr ss (+645)
3. Shopi y (+115) 
(* Shopi y sit s with r  skimm rs up y 82% tw n M y n  Jun )

Th  figur  in r k ts is th  num r o  ition l sit s ompromis  omp r  with pr vious month.



T rg t  Countri s

TOP 10 TARGETED COUNTRIES

Top 5 Countri s with most 
r h  w sit s:

1. US 
2. G rm ny
3. C n
4. Unit  King om
5. Fr n

NB: Th s  w sit s r  ompromis  pr omin ntly with P ym nt C r  H rv sting M lw r



In r s s in # o  h k  sit s

TOP 10 TARGETED COUNTRIES

Countri s with gr t st proportion l in r s  in 
ompromis  sit s:

1. C n  (16%) 
2. G rm ny (13%)
3. USA (11%) 

NB: Th s  w sit s r  ompromis  pr omin ntly with P ym nt C r  H rv sting M lw r



High Risk Sit s: 2.23%

HIGH RISK WEBSITES

Th s  r  sit s th t r  lik ly to  t rg t  y rimin ls.
Th y xhi it on  or mor  o  th  ollowing h r t risti s:
● Missing riti l s urity p t h s
● H v  xpos  min p g s ( sily t rg t  with rut  or  tt ks)
● H v  riti l vuln r iliti s xposing th ir onlin  usin ss to y r thr t. 



S rving up M lw r

MALICIOUS DOMAIN SOURCES

Top 5 Countri s s rving up C r  
H rv sting M lw r :
1. US 
2. G rm ny
3. C n
4. Unit  King om
5. Fr n

NB: Th s  ountri s r  wh r  th  m lw r  is ing s rv  rom, not n ss rily wh r  it origin t s.

*G rm ny h   31% in r s , N th rl n s h   34% r s   in m lw r  sour s 

t t  omp r  with l st month.



Crimin ls t rg t th  w sit s si st to h k.
Th  v st m jority o  h k  sit s sh r  th  s m  h r t risti s:

• Out o  t  so tw r  
• B si  s urity rrors ( xpos  A min login)
• Limit /no pro tiv  s urity m sur s

Most ommon nomin tor: l k o  y r s urity w r n ss/skills.

WHY ARE THESE SITES BEING HACKED?



Short Answ r: Wi  R nging & “It D p n s”
D p n ing on wh r  you sour  th  t , th  ost o   r h n r ng  rom ~$3,000 to 
$500k+.
K y riv rs o  ost:

• Num r o  ustom r r or s stol n.
• Li ility uilt up on stol n p ym nt r  t .
• GDPR/ICO p n lti s
• L g l, PR t

You n r   log post with our n lysis h r .

WHAT IS THE COST OF A BREACH?

https://www.foregenix.com/blog/data-breach-liabilities-penalties-gdpr-and-a-warranty


HOW CAN YOU GET PROACTIVE?

Thr tVi w - FREE Thr t D t tion S rvi

St p 1: Un rst n  your w sit ’s CURRENT risk st tus:

St p 2: T k  tion to mitig t  th  risks.  
*S  our log or simpl  st ps to s ur  your onlin  usin ss.

St p 3: Monitor or thr ts. K p s ur  whil  th  thr ts p  volv s.

https://www.foregenix.com/solutions/technology/threatview-website-security-scan


THANK YOU
(Any k on ont nt woul   gr t ully r iv  so 

th t w  n improv  th  in orm tion provi )



s l s@ or g nix. om

Unit  King om (HQ)

For g nix Lt .
1 W tts B rn, B ury
Swin on, UK, SN4 0EU

T: +44 845 309 6232

MEA

For g nix (Pty) Lt .
S  H, Blg E, Co hm n’s Crossing 
Offi  P rk 4 
Bri n Str t, Lym  P rk, 
S n ton, South A ri

T: +27 860 44 4461

LATAM

For g nix o Br sil
São P ulo, Br zil

For g nix Arg ntin
S nt  F , Arg ntin

+55 (11) 98781-4241

North Am ri a

For g nix In
75 St t  Str t, 1st Floor
Boston, MA, 02109, USA

T: +1 877 418 4774

Europ

For g nix G rm ny GM H.
B tz lsstr  27, 55116
M inz, G rm ny

T: +49 6131 2188747

APAC

For g nix (Pty) Lt .
1 M rk t Str t, Sy n y
NSW 2000
Austr li

T: +61 420 904 914


